IDP Azure AD - OpenID Connect

Instructions

Sign in to your Azure Portal

Microsoft Azure

B8 Microsoft

Sign in

to continue to Microsoft Azure

tmail. phone, or Skype

No account? Create one!

Can't access your account?

O Sign in with GitHub

Q Sign-in options

Click on Azure Active Directory = Microsoft Azure 2 search resources, senvices, and docs (6+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

D 9

Start with an Azure free trial Manage Azure Active Directory Access student benefits

Get 5200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security et free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services, with Azure Active Directory. for Teaching after you verify your academic status.

sun [ S [ ecore  [RS

Azure services

+ > 3 & b4 o @ = o] N

Createa Aaure Active Azure AD Azure AD Quickstart Virtual App Services Storage SQLdatabases Al services
resource Directory | Authenticatio. dentity Center machines accounts




Click on App registrations on the left side menu

Click on the New registration button

Register an application

1. Name the application as you wish (e.g.
“Inova”)

2. Select Accounts in this organizational
directory only (Inova Software Ops only -
Single tenant)

3. Redirect URL:
https://auth.inova-application.com/auth
Irealms/<realm_name>/broker/oidc-azure
/endpoint

IMPORTANT: Please ensure that the
domain

auth.inova-application.com is
whitelisted on your end

Replace <realm_name> by the one
provided by Inova.

Then click on Register

All services >

@ 'nova Software Ops | Overview

Azure Active Directory

«

+ Add v £ Manage tenants  [7) What's new [ preview features. A Got feedback? ™
Manage

Overview  Monitoring  Tutorials
& users
& Groups 5 Search your tenant

W External Identities

Basic information
2, Roles and administrators

B administrative units Name Inova Software Ops Users 3
nterprise application
Enterprise applications Tenant 1D d61a1d68-79ei-sbes-bich-Scd1doTediss ) Groups 0
8 Devices
Primary domain inovasoftwareopsonmicrosoft.com Applications 2
App registrations
icen: Azure AD Fr Devices 0
@ Igentity Governance Hesnse cAofree
B application proxy My feed
% Licenses
# Azure AD Connect . MyFirtName MyLastName 0 TLS 1.0, 1.1 and 3DES deprecation
62308397-0407-4677-9034-ddTeafoesicd [ Upcoming TLS 1.0, 1.1 and 3DES deprecation for

& Custom domain names
Global administrator
® Mobility (MOM and MAM) More info
Password reset
il company branding Feature highlights

& Usersettings

1 ropertes PRy s e >
62 wake sure onlythe right people have continued 2
@ security access.

Azure AD, Plezse enable support for TLs 1.2 on
dlents(applications/platform) to avoid any service
impact.

Authentication methods
onfigure your users in the authentication methods
to enable passwordless authentication.

Azure AD Connect
Not enabled

Sync has never run

Azure AD Domain Services
Lift-and-shift legacy applications running on-
premises into Azure.

resources, services, and docs (G+/)

All services > Inova Software Ops

Inova Software Ops | App registrations =
Azure Active Directory

« - New registration |8 endpoints 2 Troubleshooting () Refresh ¥ Download [ Preview features | Q) Got feedback?

Manage

& Users

upgraded to Micrasoft

2 Groups

HE Extemal Identities

Al applications

Be

Roles and administrators

Owned applications  Deleted applications

(7

Administrative units O start typing a display name to filter these resulis

Enterprise applications

&

@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provi
Library (MSAL) and ph. Learn more

Application (cient) IDstarts with X iy Add filters

e ey

All services > Inova Software Ops >

Register an application

*Name

The user-facing display name for this application (this can be changed later).
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Supported account types

Who can use this application or access this API?

I @ Accounts in this organizational directory only (Inova Software Ops only - Single tenanl)l o

O Accounts in any organizational directory (Any Azure AD directory - Mul

Ititenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsaft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

I
Web ~ |I‘ https://auth.inova-devinfo/auth/realms/test-realm/broker/oide/en... |I o

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applicatior

By proceeding, you agree to the Microsoft Platform Policies !




1. On the left side menu, click on Authentication
2. Under “Implicit grant and hybrid flow”, select ID
tokens (used for implicit and hybrid flows)

3. Click on Save

1. On the left side menu, click on Overview
2. Click on Endpoint

Home > Inova Software Ops > Inova

3 Inova | Authentication =

P search (Ctri+/) «

B overview
& quickstart

# Integration assistant

Manage
= Branding
D Authentication o

Certificates & secrets

{It Token configuration

5 API permissions

@ Expose an APl

App roles
& owners
&, Roles and administrators | Preview

I Manifest

XK piscard O Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URls, specific authentication settings, or fields specific to the platform.

Add a platform

~ Web Quickstart  Docsc? ]

Redirect URIs

The URIs we will accept as destinations when retuming authentication responses (tokens) after successfully authenticating or signing out users, Also referred to as
reply URLS. Learn more about Redirect URls and their restrictions ot

https://auth @

Add URI

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for si
work correctly,

e sign-out to

eg.

Support +
2 Troubleshooting

New support request

Implicit grant and hybrid flows

Request 3 token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or f it invokes a web API via Javascript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn mare about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

[ Access tokens {used for implicit flows)

22 S e

Home > Inova Software Ops >

= Inova =

P Search (Ctrl+/) « [ Delete

& Quickstart

Integration assistant

Manage
B Branding
D Authentication

Certificates & secrets

Token configuration
APl permissions

@ Expose an API

[ preview features

@ Gota second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

“\ Essentials

Display name ! Inova

Application (client) ID : dce9dbSb-6625-48b4-9891-346c47318366
Object ID 1 2C77e117-b4b1-40b5-3e7¢-b460c085¢33b
Directory (tenant) ID 1 d6121d68-79ef-4be3-b1cb-5cd1d07cd182

Supported account types : My organization only

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azur
be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more



Endpoints .
' Endpoints X

Copy the OpenlID Connect metadata document
link and note it for later.

OAuth 2.0 authorization endpoint (v2)
It will be needed to continue setting up the SSO on [ https://loginmicrosoftonline.com/ds 121d68-79ef-4be3-b1cb-5cd1d07cd 182/0auth2/v2.0/authorize D]
Inova’s end

CAuth 2.0 token endpoint (v2)
It should be something like: ‘ https://login.microsoftonline.com/d61a1d68-79ef-4be3-b1cb-5cd1d07cd182/0auth2 /v2.0/token [T} ‘

A . . h 2.0 authori d
https://login.microsoftonline.com/{tenant-id}/v2. QAuth 20 autherization endpoint (V1)

ol WeII—known/openid-config uration ‘ https://login.microsoftonline.com/d61a1d68-79ef-dbe3-b1cb-5cd1d07cd 182 /0auth2/authorize I ‘
OAuth 2.0 token endpoint (v1)
‘ https://login.microsoftonline.com/d61a1d68-79ef-4be3-b1ch-5cd 1d07cd 182/0auth2 /token i ‘
OpenlD Connect metadata document Copy 1o clipboard
‘ https://login.microsoftonline.com/d61a1d68-79ef-4be3-b1cb-5cd 1d07cd 182/v2.0/.well-known/openid-configuration IIQ:_”

Microsoft Graph APl endpoint

‘ https://graph.microsoft.com h ‘

Federation metadata document

‘ https://login.microsoftonline.com/d61a1d68-79ef-4be3-b1ch-5cd 1d07cd 182 federationmetadata/2007-06/federationmetadata.xml i ‘

WS-Federation sign-on endpoint

‘ https://flogin.microsoftonline.com/d61a1d68-79ef-4be3-b1cb-5cd1d07cd 182/ wsfed [T} ‘

SAML-P sign-on endpaint

‘ https://loginmicrosoftonline.com/d61a1d68-79ef-4be3-b1ch-5cd1d07cd182/saml2 n ‘

SAML-P sign-out endpaint

‘ https://login.microsoftonline.com/d61a1d68-79ef-4be3-b1cb-5cd1d07cd182/saml2 k] ‘

stil on the Overview page: e EEmmomm —

Home > Inova Software Ops >

Copy the Application (client) ID and note it. @ Inova 2
. . . £ search (Ctri+/) « @ pelete & Endpoints [ Preview features
It will be needed to continue setting up the SSO on .
Ovenvew
) @ Got a second? We would love your feedback on e
Inova’'s end & quicstant
# Integration assistant A Essentials.
Manage Display name * Inova Copy to clipboard Client credentials + Add a certificate or secret
P— | Application (client) ID__: dceodbsb-662s-48b4-9891-ad6ca7318a66) 73 Redirect URIs 1web, 0 spa, 0 public client
randing
Object o [ ———— Applcatin DUR: Add an Appiaion 1D U
D Authentication
Diectorylenan) [0 d1a1068-75e-4be3-b1ct-Sca1d0rcats2 Managed pplcation .. : nova

Certficates & secrets Supported account types : My organization only

siill o the Overview page: T

Home > Inova Software Ops

Click on Add a certificate or secret Inova  »

« i velete @ Endpoints [ Preview features
B ovenview @ Got s second? We would love your feedback on Microsoft dentity platiorm (previously Azure AD for developer). =
© ackstart
# Integration assistant A Essentials.
. spplction (ent) 1D ceeddbS-88a5-48b4:3351-546c4731565 P v 050 0 bl et

randing

obiectD 2c77e117-bdb-40b5-ae7e-baBDKDBSCS3D Applcation DURL: Adk an Applction D UR
D Authentication
- " Managed spplicatoninL. : nova

f
Cortificates & secrets Supported account types : My organization only
[ITp——



Click on New client secret "D Seach esources, envces, and 4o (11

Home > Ineva Software Ops > Inova

Inova | Certificates & secrets =

A search (Ctrl+/) « O Got feedback?

B oveniew Credentials enable confidential 2pplications to identify themselves to the authentication service when receiving tokens at  web addressable location (using an HTTPS
scheme), For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart
A Integration assistant .
Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting 2 token. Also can be referred to as public keys.
= Branding

D Authentication Upload certificate

Certificates & secrets Thumbprint Start date Expires Certificate ID

il Token configuration No certificates have been added for this application.
APl permissions

@ Expose 2n API

i Approles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
&, Roles and administrators | Preview
New client secret
 Manifest
Description Expires Value Secret ID

Support + Troubleshooting

No client secrets have been created for this application.
A Troubleshooting

& Newsupport request

1. Description:
Enter a relevant Description (e.g. “Inova- Add a client secret X
<year>")

2. Expires:

Select 24 months

3. Click on Add Description | nova-2022 | . E—
Expires I 24 months I !—

v ‘

N -

From the the Certificates & secrets page: p Y T |

Home > Inova Software Ops > Enterprise applications > InovaQA > InovaQA

1. Copy the Client secret value and note it. Inova | Certificates & secrets  #

It will be needed to continue setting up the « B Gotieedbock?

)
SSO on Inova’s end B Ouenien
x
B B B & Quickstart @ Gotz second to give us some feedback? =
2. Copy the Expiration Date and note it
# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Branding
Copy and Note the
9 Authentication @ Appicetion registrtion crticate,secets and edersed credentils can be found i the tabsbelow. |~ . *
Secret Value
Certificates & secrets
Il Token configuration Certificates (0)  Client secrets (1) Federated credentials (0) “
o APl permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as apgjcation password.
@ Expose an API
B App roles New client secret
2 Owners Description Expires Value Copy Nfboard et 1D
&, Rolesand sdmmlstratcrswrewgé Inova 11/30/2022 cvure D bseo: sh W
opy and Note the ° /

1 venifest Expiration Date

Click on your organization name ) S A A & )

Inova | Certificates & secrets =

s @ &

[0 search (ctri+n « A Gotfeedback?
B overview =

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Integration assistant

Manage @ Application registration certificates, secrets and federated credentials can be found in the tabs below. &
B Branding
D Authentication Certificates (0)  Client secrets (1) Federated credentials (0)

Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,



Click on Enterprise applications

Click on the application you just created

1. Click on Users and groups
2. Add the desired users/groups

4k Make sure that the Inova users are
allowed, otherwise they won’t be able
to sign in to the application.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Inova Software Ops

Inova Software Ops | App registrations = -

Azure Active Directory

« —+ New registration @ Endpoints &9 Troubleshooting O Refresh i

O overview -
Preview features

6 Starting June 30th, 2020 we will no longer add any new features to Azure Active D
b4 Diagnose and solve problems will no longer provide feature updates. Applications will need to be upgraded to A
Manage

All applications ~ Owned applications  Deleted applications

& Users
& Groups P Start typing a display name to filter these results

External Identities

2 applications found
4. Roles and administrators PP

Display name T
Administrative units
[} Inova

Enterprise applications I
Devices \

App registrations

f&) Identity Governance

Application proxy

p Search resources, senices, and docs (G- B & 0

Home > Inova Software Ops > Enterprise applications

Enterprise applications | All applications

Inova Software Ops - Azure Active Directory

«

-+ New application Columns Preview features | A7 Got feedback?
Overview
0 o @ Ty out the new Enterprise Apps search preview! Click to enable the preview. =

verview

X Diagnose and solve problems
View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

Manage
Application type Applications status Application visibilty

E Application proxy

[0 First 50 shown, to search all of your applications, enter a display name or the application ID.

£ User settings

Name Homepage URL Object ID
Security
6499153-8efb-4f8b-beef-9a80achdb2bf

& Conditional Access

@ Consent and permissions
Activity

D sign-in logs

fifl Usage & insights

icrosoft Azure P Search resources, services, and docs (G+/)

Home > Inova Software Ops > Enterprise applications > Inova

& Inova| Users and groups eAdd the desired Groups

Enterprise Application

A7 Got feedback?

Overview

@ The application will not appear for assigned users within My Apps. Set ‘Visible to users?" o yes in properties to enable this. >
[ Deployment Plan

Manage [0 First 200 shown, to search all users & groups, enter a display name.
11} Properties Display Name Object Type Role assigned
2 Owners

& Roles and administrators

(Preview)
Ce—=le—t 0
D Ssingle sign-on
@ Provisioning
B Application proxy

G self-service

Security

& Conditional Access

& Permissions



Send the elements you noted previously to Inova:

1. OpenID Connect metadata document
2. Application (client) ID -_—
3. Client secret O
4. Client secret Expiration Date
-
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