IDP ADFS - OpenID Connect

Instructions

Connect to your ADFS server and open the AD FS console:

1. Click on Application Groups
2. Click on Add Application Group... in the actions pane.

1. Name the application as you wish (e.g. “Inova”) A R
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1. Client Identifier:
Copy and note the Client Identifier
It will be needed to continue setting up the SSO on Inova’s end

5 Add a new application to Inova L x

Server application

2. Redirect URI: "‘"‘ Name:
https://auth.inova-application.com/auth/realms/<realm_name>/broke : :f::;m [inova - Serverapplcatin ]
r/oidc-adfs/endpoint Y Cient Idertiier:

Credertials Im&mmwmz—am@mmnl ‘— o_eepy_aﬁd—l
Then Click on Add @ Sumay Redrec URI note

3. Click on Next @ Complete [Eomple:btps#/Contosocom ] Add

IMPORTANT: Please ensure that the domain
auth.inova-application.com is whitelisted on your end

Replace <realm_name> by the one provided by Inova. o
URL provided by Inova
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1. Check the Generate a shared secret checkbox. Copy and note it G Add Application Group Wizard X
2. Copy the password by clicking on Copy to clipboard and note it

C Application Ci

It will be needed to continue setting up the SSO on Inova’s end Shepe Select credentials used by the applecation to autherticate tsef wth AD FS when requesting access tokens.

3. Click on Next @ Wecom [] Register ey used to sign JSON Wieb Tokens for authertication
@ Server application

Corfigure
@ Configure Application
Credertials

[] Windows Integrated Authentication

@ Summary
Select the AD Account:
@ Complete
Example: CONTOSO\expensevc Select
o _*E Generate a shared secret I
Secret:
—
[ s e s || Copy to cipboard |
0 Copy and save the secret. You will not be able to view the secret after the applicatigilioroup is
created. You can reset the secret later f required.
Copy and
Note
@ =
Validate the configuration and click on Next @ Add s new application to Inova x
Summary
Steps Review the following settings and click Next"to create the application.
@ Welcome
@ Server application Application Group
@ Corfigurs Apphication Name: inova
Credentials
Server application
L o Name: Inova - Server application
@ Complete:
Identifier 098ac 7d0-2505-4 1b2-87% fbealaed5c 77
Redirect URls:
hitps://auth inova-dev info//auth/reakms/ Tenant/broker/oidc/endpoint
Use client secret: True
Cace
Click on Close Finish
Steps The Application Group has been successfully created.

@ Welcome
@ Server application

cation

@ Configure Ap
Credentials

@ Summary

@ Complete




1. Right-click on the application your created
2. Click on Properties

@
™
! Properties
X Oelete
Right-click Help
Opens the properties dialog box for the current selection
Click on Add application... :
pp Inova Properties X
General
Name:
|Inuva
Description:
Applications:
Name Description
Server application
Inawa - Server application
L
| Edit Remove
[ ok || Ccance Aooly
1. Select Web API R Add a new application to Inova X
2. Click on Next
Welcome
Steps Name
@ Welcome “mva |
@ Configure Web API i .
@ Apply Access Control Policy el
@ Configure Application ‘
Pemmissions
@ Summary Template:
S-Compis Standalone applications
[E3 natve appication
'E_ 7 Server appication
@ —————Ppf N> || Cance



1. Enter the Client Identifier noted previously 2 Add a new application to Inova X
2. Click on Add

. Configure Web API
3. Click on Next
Steps Name:
@ Welcome Inova - Web AP
@ Corfigure Web API -
@ Apply Access Control Policy -
038ac 7d0-e505-41b2-87KfbeaSaedic Add
@ Corfigure Appication | B S| J a
Pemsions A Refle
@ Summary
@ Complets
Descriptian: o
Client Identifier noted previously
(3) —== Cancel
1. Choose an access control policy QB Add 2 new application to Inova x
2. Click on Next )
Choose Access Control Policy
A . s » Choose an access control policy:
44 Make sure that the Inova users are allowed, otherwise they won ® Weloome = B
t be able to sign in to the application. @ Corfigurs Web AP Grank 300088 10 overyon®,
@ Apply Access Control Policy Permit everyone and require MFA Grant access to everyone and require MFAF.
@ Corfigure Applcation Pemit everyone and require MFA for specic group Grant access to everyone and requie MFAf
Pemissions. Permit everyone and require MFA from extranet access  Grant access to the intranet users and requir...
@ Summary o Pemit everyone and require MFA from unauthenticated . Grant access to everyone and require MFAT_
Pemit everyone and require MFA, allow sutomatic devi.. Grant access to everyone and require MFAF...
@ Complete Pemit everyone for intranet access Grant access to the intranet users
Permit specfic group (Granl access to users of one or more specifi...
Policy
Penmit everyone

O | do not want to corfigure the access control policy at this time. No users will be permitted access for this
application
(> ) =

1. Ensure allatclaims and openid scopes are checked Q@ Add 2 new application to Inova X
2. Click on Next

C [T il Per
" . . v Configure permissions to enable client applications to access this Web API.
@ Welcome
/L Itisvery important to have those 2 scopes checked for the setup to T
be Working @ Configure Web API Name Description
@ Apply Access Control Policy Er

@ Configure Application
Permissions

@ Summary
@ Complete

Descniption L
Requests the access token claims in the identity token
] Scope allows broker clent to request primary refresh token.
o Request the emad ciaim forthe signed in user.
The logon_cert scope alows an applation to request logo
Request use of the Open|D Connect authorization protocol.
Request profile related claims for the signed in user.

Request pemission for the application to access the resour
[ von cett The von_cert scooe allows an aoolcation to reouest VPN L

New scape...
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Validate the configuration and click on Next

Click on Close

Back on the Inova Properties window:

1. Select your Web API application

2. Click on Edit

Summary

Steps

@ Welcome

@ Configure Web API

@ Ppply Access Control Policy

@ Configure Application
Pemissions

@ Summary
@ Complete

Finish

Steps

@ Welcome

@ Corfigure Web AP|

@ Apply Access Control Policy

@ Corfigure Apphication
Permissions:

@ Summary
@ Complete

Gt Add a new application to Inova

Rleview the folowing seitings and cick 'Nex!’to create the appication

Application Group.
Name: inova
Web API
Name: Inova - Web API
Identifiers: 098ac 7d0-e505-41b2-87% fbeaSaed5c 77
Access control policy: Pem everyone
Application pemmissions:

Inova - Native application - openid allsiclams

G Add 2 new application to Inova

The Applicaion Group has been successfully crealed.
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1. Click on the Issuance Transform Rules tab
2. Click on Add Rule...

1. Claim rule template:
Select Send LDAP Attributes as Claims
2. Click on Next

1. Claim rule name:
Enter a name (e.g. “Inova”)
2. Attribute store:
Select Active Directory
3. Mapping of LDAP attributes outgoing claim types:
Add 3 entries exactly as follow:
E-mai | - Addr esses enai |
G ven- Nane gi ven_nane
Surnane fam |ly_nane
4. Click on Finish

/1. Please respect this naming to avoid any attribute mapping issue.

Inova - Web AP| Properties X

Identifiers Motes Access control policy || Issuance Transform Rules |Cient Permissions

The following transform rules specify the claims that wil‘sent to the relying party.

Order  Rule Name: Claims

| ok || Cancel Aoply
Q8 Add Transform Claim Rule Wizard X
Select Rule Template
v Select the template for the claim rule that you want to from the fol kst. The d d
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Fule Claim rule template::
-—0 -
Qaim rule template description:
Using the Send LDAP Attribute as Ck you can select an LDAP attribute
store such as Active Directory to send as claims to the relying paty. Wukiple sfiributes may be sent 25
muttiple: claims from 2 single rule using this rule type. Fcralamole you can me!haru\etempﬁew create:
amue that wil extract atiribute values for jsers from the
Active Directory attributes and then send those values amvo diferent outgoing dawmu Thb rule may also
be used to send all of the user's group f you want to only
memberships. use the Send Group Membership a5 a Claim nule template
o P o
Qi Add Transform Claim Rule Wizard x

Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
h to extract LDAP attrbutes. Specify how the attibutes will map to the outgoing claim types that will be issued
@ Choose Rule Type from the nie.

@ Configure Claim Rule S

] —— O

Fuile template: Send LDAP Attributes as Claims.

2] L]

Mapping of LDAP attributes to outgoing claim types:

Attrib

:E:P":‘fnbute {Select ortypete Outgoing Claim Type (Select ortype to add more)

E-Mai-Addresses  |email ~
Given Name = [venreme | ) ~
> Sumame  |family_name v




Click on OK

Click on OK

Send the elements you noted previously to Inova:

1. Client Identifier

2. Client secret

3. ADFS OpenlID Connect Metadata file URL (e.g. ht t ps: // <your -
donai n>/ adf s/ . wel | - known/ openi d- conf i gur ati on)

Inova - Web AP| Properties x
ldentifiers Motes Access control policy  lesuance Transform Rules  Cient Permissions

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims
1 Inova emaill given_name family _...

@ e Acion View Window Help e
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