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IDP ADFS - OpenID Connect

Instructions

Connect to your ADFS server and open the AD FS console:

Click on Application Groups
Click on  in the actions pane.Add Application Group…

Name the application as you wish (e.g. “Inova”)
Select Server application
Click on Next

Client Identifier:
Copy and note the Client Identifier
It will be needed to continue setting up the SSO on Inova’s end
Redirect URI:
https://auth.inova-application.com/auth/realms/<realm_name>/broke
r/oidc-adfs/endpoint

Then Click on Add
Click on Next

Please ensure that the domainIMPORTANT: 
 is whitelisted on your endauth.inova-application.com

Replace  by the one provided by Inova.<realm_name>
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Check the checkbox. Generate a shared secret Copy and note it
Copy the password by clicking on  and Copy to clipboard note it

It will be needed to continue setting up the SSO on Inova’s end
Click on Next

Validate the configuration and click on Next

Click on Close
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Right-click on the application your created
Click on Properties

Click on Add application…

Select Web API
Click on Next
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Enter the Client Identifier noted previously
Click on Add
Click on Next

Choose an access control policy
Click on Next

Ensure  and  scopes are checkedallatclaims openid
Click on Next

Make sure that the Inova users are allowed, otherwise they won’
t be able to sign in to the application.

It is  to have those 2 scopes checked for the setup to very important
be working
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Validate the configuration and click on Next

Click on Close

Back on the Inova Properties window:

Select your applicationWeb API 
Click on Edit
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Click on the  tabIssuance Transform Rules
Click on Add Rule…

Claim rule template:
Select Send LDAP Attributes as Claims
Click on Next

Claim rule name:
Enter a name (e.g. “Inova”)
Attribute store:
Select Active Directory
Mapping of LDAP attributes outgoing claim types:
Add 3 entries exactly as follow:

  E-mail-Addresses email
  Given-Name given_name

  Surname family_name
Click on Finish

Please respect this naming to avoid any attribute mapping issue.
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Click on OK

Click on OK

Send the elements you noted previously to Inova:

Client Identifier
Client secret
ADFS OpenID Connect Metadata file URL (e.g. https://<your-

)domain>/adfs/.well-known/openid-configuration
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